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Summary. The article examines the current state of accounting automation in Ukraine and
assesses the potential for integrating blockchain technologies into accounting information systems and
ERP platforms. The functional capabilities of modern software solutions for automating accounting
and management processes, including cloud-based and on-premise systems, are analyzed with regard
to transparency, security, integration, cost efficiency, and regulatory compliance. It is identified that
traditional centralized approaches do not always ensure a sufficient level of control, reliability, and
protection of accounting data, especially when interacting with distributed, governmental, and banking
services, which substantiates the need to seek new technological solutions to enhance the efficiency of
accounting processes. The advantages of blockchain in accounting are explored, including the creation of a
decentralized and immutable ledger of financial transactions, increased transparency and reliability of
accounting data, and the automation of control and audit processes. The integration of blockchain with ERP
systems enables the organization of a unified accounting information environment in which all transactions
are recorded in a distributed ledger, while smart contracts automatically execute predefined accounting
operations. This contributes to resource optimization, reduction of labor and financial costs, improvement
of internal control efficiency, and minimization of the risk of human error. Technical and organizational
constraints to blockchain implementation are identified, including the need for staff training, adaptation of
existing ERP systems, modernization of IT infrastructure, and ensuring cybersecurity while maintaining
network openness. Comprehensive blockchain integration creates prerequisites for digital auditing, real-
time monitoring of financial flows, and enhanced effectiveness of managerial decision-making at all
organizational levels. The research findings confirm that the implementation of blockchain technologies in
accounting significantly increases the reliability, transparency, and control of accounting processes,
promotes audit digitalization and automated data verification, and forms the foundation for the development
of the «digital trust» concept. The technology is particularly relevant for medium and large enterprises,
financial institutions, and public sector organizations, where ensuring effective management, resource
optimization, and the reliability of financial information is critically important in the modern digital
economy.
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YIIPOBAI’KEHHSI BLOCKCHAIN-TEXHOJIOT'TIA B CUCTEMY
ABTOMATHU30BAHOI'O BYXT'AJITEPCBKOI'O OBJIIKY B
YKPAIHI: TEHJIEHIIII TA IEPCIEKTUBU PO3BUTKY

Harauiss bonnapenko
Vuieepcumem mummnoi cnpasu ma ¢inancis, [uinpo, Yrpaina

Pesrome. Jlocniodceno cyyachuil cman asmomamusayii yxeanmepcovko2o ooiky 6 Ykpaini ma oyineHo
nomenyian inmezpayii blockchain-mexwnonociti 6 o6nixosi ingpopmayiini cucmemu ma ERP-nramgpopmu.
Ilpoananizoeano  QyHKYIOHANbHI  MONCIUBOCMI  CYYACHUX — NPOSPAMHUX — piuleHb O/l aAsmomMamusayii
OyXeanmepcoKux ma YNpasuiHCbKUX Npoyecis, 30KpeMa XMApHUuXx I JIOKATbHUX CUCHEM, I3 YPaxy8anHAM
nposopocmi, be3nexu, inmezpayii, eKOHOMIYHOCMI MA HOPMAMUBHOT 8I0N08IOHOCMI. Busigneno, wo mpaouyitini
YeHmpanizo08ani nioxoou He 3a8xcou 3abe3neuyoms 00CMamHill piéeHb KOHMPOJ0, 00CMOSIPHOCIE MA 3aXUCTTY
00IKOBUX OAHUX, 0COOIUBO NPU B3AEMOOIL 3 PO3NOOLICHUMU, OEPHCABHUMU MA OAHKIBCOKUMU Cep8icamu, ujo
00TPYHMOBYE HeOOXIOHICMb NOULYKY HOBUX MEXHONOSIMHUX PiuieHb OJisl NiOGUWEHHS epeKmueHocmi 0ONKO8Ux
npoyecis. [ocnioxceno nepesazu blockchain y oyxeanmepcokomy o01KY: popMysanHs 0eyeHmpanizoeanoeo ma
HEe3MIHHO20 peccmpy (DIHaHCO8UX onepayiu, NiOSUWeHHs. NPO30POCmi ma OOCMOBIPHOCMI 0ONIKOBUX OAHUX,
asmomamuzayis Konmposo 1 ayoumy. Inmeepayis blockchain 3 ERP-cucmemamu 0036015€ opeanizysamu cOute
inghopmayitine cepedosuuye 00Ky, 0e 6ci onepayii ikcyromucsi y po3nooiieHOMy peecmpi, a cCMApm-KOHMPAKmu
ABMOMAMUYHO BUKOHYIOMb GU3HA4eHi 0071ikosi onepayii. Lle cnpusic onmumizayii pecypcis, CKOpoyenHIO
mpyoosux ma (iHAHco8uUX Gumpam, NiOBUUYE eQHEeKMUBHICTND GHYMPIUHBLO2O KOHMPOIIO Md 3HUICYE PUSUKU
JIHOOCHKUX NOMUNOK. Busnaweno mexuiuni i opeanizayiini oomedcenns enpoeadxcenisi blockchain: nompeby 6
nioeomoeyi nepconany, aoanmayii icnyiouux ERP-cucmem, moodepnizayii IT-ingppacmpyxmypu ma 3abe3neyenni
Kibepbesnexu npu sdepedicenni eiokpumocmi mepedici. Komnaexcua inmeepayis blockchain cmeoproe nepedymosu
o yughpoeozo ayoumy, KOHMPOMO (QIHAHCOBUX NOMOKIE V PedtCUMI PeanrbHO20 Hacy ma NiOSUUEeHHS.
eqhexmueHoCcmi ynpasiinCbKuX pitieHb Ha 6CIX pigHsx opeanizayii. Pezyrvmamu 0ocniodicenst niomeeposicyiomo,
wo enposadsicenst blockchain-mexnonoziii 6 6yxearmepcokuti 061K 3HAYHO NIOBUWLYE HAOIUIHICMb, NPO30PICMb
ma KOHmpoib 001IKO8UX npoyecis, cnpuse yugposizayii ayoumy, asmomamuszayii nepesipku 0anux i popmye
OCHO8Y 07151 pO36UMKY KOHYyenyii «yu@posoi dosipuy. Texnonozisi 0coonueo axmyanbha Osi CepeOHix i 8eIUKUX
nionpuemMcme, (IHAHCOBUX YCMAHO8 Ma OepIICaABHUX Op2aHizayil, Oe KPUMUYHO GAJICIUGO 3abe3nedumu
ehexmueHicms  ynpaeuinHs, ONMUMI3ayilo pecypcie ma 00cmogipricms pinancosoi ingpopmayii 6 ymosax
CYUacHoi yupposoi ekoHOMIKU.

Knwowuosi cnosa: blockchain, 6yxeanmepcoruil obnix, ERP, AIS, inmezpayis, nposopicme, kibepbesnexa,
asmomamusayis, yughpoea mpanchopmayis.
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Problem statement. The modern economy of Ukraine is undergoing a phase of active
digital transformation that encompasses all spheres of economic activity, including accounting.
Under conditions of martial law and limited resources, the implementation of innovative
technologies that ensure the security, reliability, and efficiency of accounting processes
becomes especially relevant. One of the key technologies in this regard is blockchain, which
makes it possible to create an immutable, transparent, and cryptographically protected
accounting ledger.

Despite the growing interest of businesses in distributed ledger technology, the level of
its practical application in Ukrainian companies remains low. This is due both to an insufficient
regulatory framework and to the high cost of implementation, as well as the absence of unified
standards for integration with existing ERP systems. At the same time, blockchain has the
potential to increase trust in financial reporting, reduce audit costs, and minimize the risk of
data falsification, which is particularly important in conditions of wartime instability and the
growing number of cyber threats.
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Moreover, the digitalization of financial reporting requires a new approach to the
identification, verification, and storage of accounting information, where traditional centralized
models no longer provide adequate protection against external interference. Blockchain
technology enables the creation of a decentralized accounting infrastructure in which each
transaction is verified by a network of participants, ensuring its authenticity and immutability.

Nevertheless, Ukrainian practice in accounting automation is still mainly focused on
traditional ERP systems (such as BAS ERP, SAP, and Oracle NetSuite), which do not have
built-in mechanisms for working with blockchain technologies. This creates a gap between the
technical readiness of enterprises for digitalization and the real possibilities of integrating
decentralized ledgers into current accounting processes. Therefore, there is a need for a
scientific understanding of the conceptual and practical foundations of blockchain application
in accounting, assessing its effectiveness, and identifying barriers to its integration into
automated systems.

Analysis of recent research and publications. The issue of implementing modern
information technologies in accounting has become the subject of active scientific research both
in Ukraine and abroad. A significant number of scientific studies focus on the automation of
accounting processes, the development of enterprise management information systems, and the
use of software products in accounting practice. In particular, Ponomaryova T. V. and
Matyushko M. M. [1] investigate the features of applying accounting automation software in
Ukrainian enterprises; Yurchuk N. P. [2] analyzes the functional capabilities of management
information systems; and Starenka O. M. [3] identifies the key trends in the digitalization of
accounting processes in small businesses.

A separate area of research is related to studying the impact of digital technologies on
the organization of accounting as a whole. In particular, studies devoted to the digital
transformation of accounting systems emphasize the changing role of the accountant and the
transition from paper-based and centralized accounting models to automated and integrated
information environments. In this context, M. G. Berezivska examines the development of the
organization of accounting under the influence of technological changes, emphasizing the
integrated use of automated systems, cloud platforms, artificial intelligence, the Internet of
Things, and blockchain as interconnected elements of the digital accounting ecosystem [4]. The
author emphasizes that a common feature of modern innovative technologies is their focus on
increasing the transparency, security, and reliability of accounting information, while also
noting the insufficient development of methodological and organizational approaches to their
integration into accounting practice.

The issues of applying blockchain technologies in accounting and auditing are addressed
in the works of several scholars. In particular, Popivniak Yu. M. [5] emphasizes the potential
of distributed ledger technology for automating the verification of business transactions,
increasing the transparency of financial information, and reducing information asymmetry
among users of financial statements. The author notes that blockchain can significantly change
approaches to the formation and verification of accounting data; however, its practical
implementation in Ukraine is constrained by the lack of methodological recommendations and
standards for integration with existing ERP systems.

In more recent studies (Skrypnyk S.V., Slyvka Ya.V., Muzychenko T. O. [6];
Yurchenko O. A., Savchenko R. V. [7]), blockchain is considered a tool for increasing trust in
financial reporting and improving audit efficiency. The authors emphasize that the immutability
of records in a distributed ledger makes it possible to reduce the risks of manipulation with
accounting data and simplify control procedures. At the same time, it is noted that domestic
accounting practice is characterized by the absence of a standardized approach to the use of
blockchain in automated accounting systems, especially at the level of small and medium-sized
enterprises.
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International research also confirms the growing role of blockchain technologies in
transforming accounting and financial information systems. In foreign academic literature,
blockchain is viewed as a foundation for creating decentralized accounting ledgers that ensure
transparency and immutability of accounting records, increase the reliability of financial
information, and help reduce the time required to verify transactions. In particular, the results
of review studies indicate that the use of distributed ledger technology can reduce audit costs
and create the preconditions for a transition to continuous or real-time auditing models. At the
same time, foreign scholars emphasize the need to integrate blockchain solutions with corporate
information systems and to adapt traditional accounting methodologies to the new technological
conditions of accounting practice [8—11].

In Ukraine, within the framework of the digital transformation strategy initiated by the
Ministry of Digital Transformation, certain blockchain solutions are already being implemented
in public financial and administrative registries in order to increase the transparency of
electronic services and ensure compliance with European standards. Among such initiatives is
the Ministry’s support for the analysis and implementation of pilot blockchain projects in the
public sector, including technologies for maintaining real estate rights registries, the land
cadastre, digital logistics, and decentralized electronic services [12]. However, these
developments still have limited application in corporate accounting practice and have not yet
been systematically integrated into automated accounting platforms of enterprises.

Thus, the analysis of scientific research demonstrates a high level of attention to the
problems of automation and digitalization of accounting, as well as a growing interest in
blockchain technologies as a tool for increasing the transparency, reliability, and credibility of
financial information. At the same time, the majority of scientific works focus mainly on
general theoretical aspects of digital transformation or on individual technological solutions,
leaving aside the issue of systematic integration of blockchain into existing automated
accounting systems. Moreover, the practical aspects of integrating blockchain technologies
with ERP systems, assessing the economic efficiency of their implementation, and evaluating
the impact of decentralized ledgers on the organization of accounting remain insufficiently
studied. This determines the purpose and objectives of this study and outlines the direction for
further practical and scientific developments.

The purpose of the study is to assess the current state of accounting automation in
Ukraine and to substantiate the potential, advantages, and limitations of integrating blockchain
technologies into existing automated accounting systems, taking into account the digital
transformation of the economy.

Problem statement (research objectives). To achieve the purpose of the study, the
following objectives are set: to assess the current state of accounting automation in Ukraine and
its compliance with the principles of digitalization; to summarize the functional capabilities and
limitations of widely used ERP and accounting systems with regard to blockchain integration;
to determine the advantages, risks, and economic feasibility of implementing blockchain
technologies in Accounting Information Systems (AIS); and to develop practical
recommendations for integrating blockchain into existing accounting systems.

The study applies a systemic approach to analyze the interconnections between the
elements of the digital infrastructure of accounting; methods of analysis, synthesis, and
generalization to identify trends, advantages, and risks associated with blockchain
implementation; as well as comparative and graphical methods to visually present the
characteristics of software products and the processes of accounting automation.

Presentation of the main research material. The automation of accounting covers the
entire cycle of processing primary documents, preparing financial and tax reporting,
management analytics, monitoring budget execution, and forecasting financial indicators.
Modern information systems provide not only the recording of business transactions but also
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automated control, electronic document management, integration with banking, tax, and other
electronic reporting services (including SOTA and MEDoc), as well as the creation of analytical
dashboards for managerial purposes.

Among the key requirements for accounting software in the context of digitalization are
compliance with national accounting standards, the ability to promptly update the system in
accordance with legislative changes, flexibility of integration with other information systems,
ensuring an appropriate level of data protection, and support for cloud or hybrid deployment
models.

The 1C and BAS software suites occupy a dominant position in the accounting
automation market in Ukraine despite ongoing import substitution efforts [13; 14]. Their
popularity is explained by their extensive functionality and integration with government
services. At the same time, this situation highlights the need to strengthen cybersecurity and
implement innovative technologies to ensure the reliability and integrity of accounting data.

At the beginning of 2026, the State Service of Special Communications and Information
Protection of Ukraine published an official list of software prohibited for use in the public
sector. This list includes 1C and BAS products, such as BAS ERP, BAS Accounting, and BAS
Document Management. Despite the registration of BAS ERP in Poland, Ukrainian regulators
consider it part of an ecosystem associated with technologies of the aggressor state due to its
architectural and functional similarity to the Russian 1C platform [15-17].

These regulatory restrictions highlight the need to search for alternative technological
solutions in the field of accounting automation that can provide not only a functional
replacement for the prohibited software but also a higher level of trust, security, and integrity
of accounting data. In this context, blockchain technologies are gaining particular attention, as
they can serve as an innovative technological layer over existing ERP and Accounting
Information Systems (AIS), strengthening control, transparency, and the security of accounting
processes.

Given the diversity of solutions available on the market, the problem of making a
well-founded choice of software arises. Such a choice cannot rely solely on cost or
popularity; instead, it requires a comprehensive evaluation of technical, functional,
regulatory, and organizational parameters. In order to systematize approaches to the
evaluation of accounting software and determine the priority of specific characteristics, a
set of key criteria with corresponding weighting coefficients has been developed. These
coefficients reflect their significance based on a generalization of scientific publications
and the practical use of accounting information systems. The systematization of these
criteria is presented in Table 1.

Table 1. Criteria of the accounting software evaluation

No Criterion Description Weight (%)
1 | Functionality Accounting, payroll, VAT, reporting, analytics 25
2 | Compliance with legislation Automatic upda'tes for change's in the Tax Code of Ukraine 20

(TCU), and National Accounting Standards (NAS)
3 | Integration With banks, COTA, CRM, ERP 15
4 | Cost License, subscription fee, implementation 10
5 | Interface usability Intuitiveness, mobile access 8
6 | Data security Encryption, GDPR, reservation 8
7 | Support service 24/7, in Ukrainian 5
8 | Scalability Expansion opportunity for business growth 4
9 | Data migration Import from «1C» without loss 3
10 | User reviews Rating on specialized forums 2

Source: compiled by the author based on a generalization of scientific publications and practical
recommendations on the selection of accounting software.
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The analysis of the criteria for evaluating accounting software presented in Table 1
indicates that functionality and compliance with legislation play a decisive role in the process
of selecting an appropriate accounting system, together accounting for almost half of the total
integral evaluation (45%). The dominance of these criteria is oOycnoBieno the need for
continuous and timely software updates in accordance with changes in tax and accounting
legislation, as well as the wide range of tasks automated within the modern accounting process.
These tasks include the recording of business transactions, preparation of financial and tax
reporting, management analytics, and control functions.

A significant role in the structure of criteria is also played by the level of integration
with external services (15%), which is driven by the growing need for enterprises to ensure
interaction between accounting systems and banking platforms, electronic reporting services,
electronic document management systems, and other information resources. A high level of
integration makes it possible to significantly reduce the volume of manual data processing,
decrease the likelihood of errors, and improve the overall efficiency of accounting processes.

A relatively smaller, yet still important role in the selection of accounting software is
played by such criteria as cost, interface usability, and data security. These parameters are
particularly important for small businesses that seek to minimize the costs of implementing and
maintaining accounting systems without compromising the quality of information support and
the level of protection of accounting data. At the same time, the criteria of scalability and data
migration have a smaller weight in the overall assessment; however, they determine the
enterprise’s development potential in the medium and long term by ensuring the possibility of
adapting the accounting system to growing business activity and structural changes.

Thus, the proposed multi-criteria model for evaluating accounting software
demonstrates a balanced approach to the selection of accounting systems by combining
technical, regulatory, and managerial aspects of their functioning. Taking these criteria into
account enables enterprises not only to assess the level of functionality and compliance of
software with current regulatory requirements but also to develop a well-grounded structure for
implementing an accounting system while considering risk factors, scalability, and integration
capabilities. In practical terms, this means that the selection of a software solution in the
accounting automation market should be based on a comprehensive analysis of key parameters,
which makes it possible to conduct a comparative evaluation of alternative software products.

The criteria for evaluating accounting software identified within the study and their
corresponding weighting coefficients (Table 1) form the methodological basis for further
comparative analysis of software solutions used in Ukraine for the automation of accounting
and related accounting processes. Taking into account the results of the multi-criteria
evaluation, a comparison of the most widely used software products has been carried out based
on functional, technological, and organizational parameters. The information base for this
comparison consists of generalized data from the official websites of software developers and
suppliers, open-access materials, and practical reviews of the accounting information systems
market. The main characteristics of the software solutions are summarized in Table 2. The
analysis of the data presented in Table 2 indicates a significant diversity of accounting software
solutions in the Ukrainian market in terms of deployment type, functional capabilities, and
target audience. Cloud services (M.E.Doc, Dilovod, BookKeeper, SMARTFIN.UA, Oblik
SaaS, Accounting Online) demonstrate a high rate of adoption due to relatively low IT
infrastructure costs, rapid updates in response to legislative changes, and the mobility of access.

Local systems (MASTER, Debit Plus, BAS) remain in demand among medium and
large enterprises, providing greater control over data, higher confidentiality, and improved
performance. Comprehensive ERP platforms (BAS, Odoo, Microsoft Dynamics 365, SAP
S/AHANA) enable the consolidation of accounting and management functions, creating
opportunities for analytics, forecasting, and automated control of financial flows.
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Table 2. Comparative characteristics of software solutions for automating accounting and related accounting
processes in Ukraine

Type of Main functional | Level of Main Target Country /
Software solution modules. cost* Key advantages restrictions audience | developer
1 2 3 4 5 6 7 8
Cloud- Tax and financial . . Sole proprietors
. . High compliance S
based reporting, electronic : L . (individual
. with legislation, | Limited
electronic document Low— | . 4 . .| entrepreneurs), .
M.E.DOC . . integration with | accounting Ukraine
reporting management, medium . . small and
. . . electronic functions . .
and EDI integration with . medium-sized
. . services .
service | accounting systems businesses
Financial and .
Accounting for - .
management . - Limited |Sole proprietors
. multiple entities s S
. Cloud accounting, . R capabilities |  (individual .
Dilovod . . Medium | within a single . Ukraine
accounting inventory for in-depth | entrepreneurs),
system, ease of . .
management, s analytics | small business
reporting
Accounting, . Intuitive . . .
MASTER: | Cloud/ . Medium— . Relatively | Medium-sized .
Accounting| desktop expenses, inventory, high mtgrface, high cost businesses Ukraine
reporting, client-bank analytical tools
Operational and Ease of use, Limited Sogfngzs?ggf s
BookKeepe| Cloud accounting, Low— | oriented toward | functionalit .
. . . . . entrepreneurs), | Ukraine
r service integration with | medium non-profit y for large
e ; non-profit
banks organizations | companies S
organizations
Payroll, asset Multifunctionalit Entemqses and
. Implementa| institutions of
desktop / accounting, . y, adaptable to ) . .
Debet plus . Medium . tion various Ukraine
SaaS operational various types of . .
. . complexity | ownership
accounting activities
forms
Accounting for Limited |Sole proprietors
SMARTFI|  Cloud individual Mlcrobusmess— capabilities |  (individual .
. entrepreneurs, Low | oriented, ease of |for complex| entrepreneurs), | Ukraine
N.UA service . . . . .
reporting, mobile use accounting | microbusinesse
access systems s
Obuix SagS Cloud . Flexibility, no Dependenc Small and
(summarize Accounting, CRM | Low- eon . . .
SaaS- |. . . . need for local . medium-sized | Ukraine
d cloud ) integration, reporting| medium internet .
X solution software X enterprises
solution) connection
Online Sole proprietors
accounting Cloud Income and expense Designed for Limited (individual
(typical . accounting, bank Low simplified analytical | entrepreneurs), | Ukraine
service . - . s . .
cloud integrations taxation system | capabilities | microbusinesse
solution) s
o Implementa
BAS  |local /cloud Full §ycle of Medium— El@mblhty, tion and Small agd Poland (o
. accounting and tax . familiar interface medium-sized the platforn
Accounting|  system . high support .
accounting for «1C» users costs enterprises 1C)
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End of table 2
1 2 3 4 5 6 7 8
Mlcrosgﬂ Cloud ERP- F1nar.1c1a1 accomt1ng, . . Globa.ll Impl§menta Medium and
Dynamics svstem business analytics, High integration, tion laroe businesses USA
365 Y CRM integration, Al scalability complexity g
Comprehensive High scalability, | High cost
SAP  |Cloud ERP- enterprise . g 1y, & Large
Very high| comprehensive and . Germany
S/4AHANA | system management, functionali complexi corporations
finance, analytics, Al ty plexity
Modular ERP + Flexible modular Requ1.r ©s .
Local/ . . . professional| Medium and .
Odoo CRM, financial | Medium |architecture, open ) . Belgium
cloud ERP . configuratio|large businesses
accounting source a

* The cost level is presented in a generalized form (low / medium / high) taking into account typical pricing offers
and implementation practices.

Source: compiled and systematized by the author based on publicly available data from the official web resources
of software developers and vendors, as well as analytical reviews of the accounting information systems market;
the characteristics are aktyanbHi as of 2025.

At the same time, the high cost, complexity of configuration, and the need for qualified
specialists significantly limit the spread of comprehensive ERP systems among small
businesses. In the modern digital environment, the choice of software should be based on the
scale of business operations, the level of digital readiness, the structure of accounting processes,
and the requirements for integration with government services.

The fragmentation of software solutions, the use of different deployment models (local
and cloud-based), and the integration of accounting systems with external services and
government registries increase the requirements for the protection of accounting information
and the management of cyber risks. Under such conditions, the security of accounting
information systems becomes one of the key criteria in selecting software.

The relevance of this issue is confirmed by analytical data indicating an increase in the
number of cyberattacks on enterprise information systems, which points to a higher risk of data
loss and the need to implement comprehensive protection measures. Such measures include
data encryption, multi-level authentication, regular backups, penetration testing, and disaster
recovery procedures.

The conventional centralized approaches to storing and processing accounting
information do not always ensure an adequate level of control, transparency, and data resilience
in the digital environment. For this reason, interest in blockchain technologies is growing as a
decentralized tool capable of complementing existing accounting systems by recording
transactions in an immutable distributed ledger.

The integration of blockchain into accounting systems takes place within the broader
context of the digital transformation of Ukraine’s economy, where the automation of
accounting processes goes beyond purely operational optimization. Within automated
accounting systems, blockchain functions as an independent registrar of financial events.
Practical implementations of this technology are already emerging: in 2024, the Ministry of
Digital Transformation initiated pilot projects involving the use of blockchain in public
financial registries, while leading ERP platforms (BAS ERP, IT-Enterprise, SAP Business
One, Microsoft Dynamics 365) are developing blockchain-based monitoring and audit
modules.

For clarity, the principle of blockchain operation in accounting is presented in the form
of a diagram (Figure 1).
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Figure 1. How blockchain operates in accounting
Source: compiled by the author on the basis of [18-20].

The accounting process using blockchain consists of several stages: the creation of a
primary document, verification of data authenticity, encryption into a block, and entry into a shared
distributed ledger. Each new block confirms the previous one, forming a sequential chain of
immutable records. As a result, accounting acquires the properties of continuity, transparency, and
decentralized control, while the role of the accountant is transformed into that of a digital
environment administrator responsible for data integrity and the configuration of smart contracts. The
expected practical effects of implementing blockchain in accounting are systematized in Table 3.

Table 3. Generalized advantages of implementing blockchain technologies in accounting

Aspect Advantages of blockchain Expected effects in accounting
Immutability of accounting data Enhancing the reliability and transparency of
Transparency . .
financial reporting
Safety Decentralization, encryption Re@gcing the risk of cybe'rattacks, increasing the
resilience of the information system
Cost-effectiveness | Automation of control and auditing Optimizing costs for audits and internal control
Tntegration Smart ' contracts, integration with|Improving the efficiency of financial flow
accounting software management
Regulatory Compliance with legislation and digital | Preparing for integration into the modern digital
compliance standards economy

Source: compiled by the author based on [18-20].
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The analysis of Table 3 shows that the most significant effect of blockchain lies in ensuring
the transparency and immutability of accounting data, which reduces the risks of errors and
fraudulent activities. At the same time, the use of this technology requires resources for configuring
ERP systems, training personnel, and ensuring cybersecurity, which at the present stage acts as a
constraining factor for its widespread adoption. Thus, blockchain serves as an innovative tool for
increasing the efficiency and reliability of accounting, creating the foundation for the development
of the concept of «digital trust» and the transition to modern digital auditing.

The realization of blockchain’s advantages in accounting is directly related to its
integration into AIS and corporate ERP platforms. In modern AIS, blockchain functions as a
tool for enhancing trust in accounting data due to the immutability of records, the transparency
of transaction chains, and the time stamp of each transaction. This is particularly important for
accounting, where the accuracy, completeness, and reproducibility of information ensure the
reliability of internal control and the credibility of external financial reporting. The distributed
nature of blockchain makes it impossible to alter transaction logs retrospectively, which
significantly reduces the risks of manipulation and fraud [21; 22].

The integration of blockchain with AIS and ERP systems makes it possible to automate
the control of business transactions, ensures rapid access to data for all participants in the
accounting process, and supports the implementation of the principles of digital trust. One of
the key tools is smart contracts, which automatically execute specified accounting operations
when certain conditions are met, such as the receipt of funds or goods.

For clarity, the key directions of blockchain’s impact on AIS and the related aspects of
cybersecurity are summarized in Table 4.

The analysis of the data in Table 4 indicates that the integration of blockchain into AIS
increases the reliability, transparency, and control of financial data. The distributed structure of the
ledger ensures the immutability of records and full traceability of transactions, which reduces the
likelihood of errors and fraudulent activities. The use of smart contracts enables the automation of
standard accounting processes and improves the efficiency of internal control. At the same time,
the technology requires additional resources, adaptation of ERP systems, and personnel training.
Particular attention should be paid to cybersecurity: multi-level authentication, access rights
management, and data backup are essential measures. Blockchain in AIS should be considered as
a technological layer of existing systems that enhances the reliability and control of data, promotes
the digitalization of accounting, and creates conditions for automated auditing.

Table 4. The role of blockchain in accounting information systems and its impact on cybersecurity

Direction of blockchain | Impact on Accounting Information Systems . e .
impact (AIS) and accounting Cybersecurity: capabilities and risks
o Creation of a sequential and immutable chain | Improved protection against unauthorized
Distributed ledger . : . . . ;
of accounting transactions, where each record | modification of accounting information;
structure and S X . . e .
immutability of records is linked to the previous one, enhancing data|reduced risk of falsification, but requires
integrity and simplifying audits safeguarding access keys and network nodes
Transparency and | Ensures full traceability of assets and liabilities Increased transparency for stak.ehold.ers and
o ; .| regulatory authorities; potential risks of
traceability of from primary documents to final reporting, . . . .
. . : . sensitive  information exposure without
transactions enhancing accounting control functions .
proper access segmentation
Integration with AIS, | Automated reconciliation of data between| Reduction of manual operations and errors;
ERP, and management | departments and counterparties; integration of| requires standardization of protocols and
accounting blockchain records with ERP modules secure exchange interfaces
Automated control and | Configuration of smart contracts for automatic Enhanfzes mternql coptrol. and tune}y
# . . recording of operations; risks include errors in
smart contracts execution of standard business transactions o .
smart contract code or malicious exploitation
Technical and Adaptation  of existing  accounting| High cost, integration complexity, regulatory
organizational processes, staff training, modernization of | uncertainty, risks to confidentiality, shortage
implementation barriers | IT infrastructure of qualified specialists

Source: based on [21; 22].
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The implementation of blockchain in an automated accounting system increases the
reliability, control, and efficiency of accounting processes by ensuring the automated recording
of transactions in a distributed ledger and strengthening the cybersecurity of AIS and ERP
systems. The integration of this technology enables the creation of a unified digital accounting
environment that facilitates the automation of auditing.

For the practical application of blockchain, a comprehensive approach is required,
involving technical integration, adaptation of organizational procedures, staff training, and the
provision of cybersecurity. Such an approach forms the methodological and technological basis
for the development of digital auditing and managerial transparency, creating the prerequisites
for the further integration of innovative technologies into accounting.

Conclusions. The conducted study demonstrates that the digitalization of accounting in
Ukraine is gradually transitioning to a new qualitative level focused on the integration of
innovative technologies and automated accounting systems. In particular, it has been
established that:

1. ERP systems and cloud services (BAS, M.E.Doc, Dilovod, etc.) remain the
foundation of accounting and management process automation, ensuring integrated data
management, reporting, and analytics.

2. The use of blockchain increases the transparency and reliability of accounting data,
ensures the recording of transactions in a distributed ledger, facilitates automated verification
of business transactions, and reduces the impact of the human factor in accounting processes.

3. The integration of blockchain with ERP systems forms a unified digital environment
that provides continuous control, automated auditing, and cybersecurity of information systems
within digital accounting platforms.

4. At the same time, the implementation of the technology is complicated by technical,
financial, and organizational factors, including the need for staff training, adaptation of existing
ERP systems, and regulatory compliance.

Thus, the practical application of integrated systems supported by blockchain
contributes to improving the effectiveness of financial control, increasing the transparency of
business operations, and building trust in financial information. Further research should focus
on developing methodologies for implementing blockchain in accounting information systems,
standardizing digital processes, ensuring cybersecurity, and evaluating economic efficiency for
various types of enterprises in Ukraine.
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